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BCA-303
B.C.A. (Third Year) EXAMINATION, 2018
Paper III
(Information Security and Cryptog‘raphy)
Time allowed : Three Hours
Maximum Marks : 100
~ Part A (@US ‘) [Marks : 20]

Answer all questions (50 words each).

All questions carry equal marks.
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Part B (@UE ‘¥ [Marks : 50]

Answer five questions (250 words each),
selecting one question from each Unit.

All questions carry equal marks.
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Part C (@U8 ‘®) [Marks : 30]

Answer any two questions (300 words each).

All questions carry equal marks.
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Part A

Answer the following questions :

What do you mean by Cryptogréphy ?
Why do we need of security ?
Name the tests for measuring randomness.

What are the properties of self-synchronizing stream

cipher ?
What do you mean by Multiple encryption ?
IDEA stands for ?

Name some popular techniques of user

authentication.
What is message digest ?

What is Digital signature ?

- What is impbrtance of key management in

cryptography ? .
Part B

Unit 1

2. Explain basic terminology and goals of cryptography.
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What are attacks on encryption scheme ? Also explain

mode.ls for evaluating security.
Unit II
Explain Random bit generation techniques in detail.
Explain stream cipher in detail.
Unit III
Explain all block cipher modes.

Explain knapsack encryption algorithm by taking suitable

example.
Unit IV

What do you mean by message authentication ?'Explain

message digest in detail.

Explain kerberos and certificate based authentication

technique.
. Unit V
Explain various attacks on signature.

What are the techniques for distributing public key ?
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2. E);pl-ain Symmetric key V/s Public key cryptography.
13. Explain Blum-Blum-Shub pseudorandom bit generator.
1 Ex-plain IDEA in detail.

15. Explain MDS algorithm.

16. Explain key management life-cycle.
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